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Information systems security

Log analysis: Splunk

Quality management of system and operational log records is a necessary component of any information system. Log records are of utmost importance for monitoring and monitoring activities on the information system and it is very important to pay proper attention to them. Also, in addition to security aspects, log records have an important role in the procedures of detecting and eliminating operational problems in the information system. The aim of this laboratory exercise is to introduce students to the Splunk program package.

Note: For this exercise we will use kali Linux virtual machine.

Note: If Kali Linux is not installed, it needs to be installed with default settings. Allocate 4 processors and 4 GB of memory to the virtual machine. 
Installing Splunk

The first task relates to the installation and setup of the Splunk software package. For the purposes of this laboratory exercise, the Kali Linux operating system will be used. Run Kali Linux, log on to the OS, and start the Linux terminal.

First, download the installation package using the following link:

https://1drv.ms/u/s!Ajm-3AdyO3sSh-ou27LoutQJB6bdLg?e=ZL2mi7 or https://tinyurl.com/4yh62e3f 
After that, run the following commands (the # sign represents the Linux prompt and does not need to be typed!): 

	# cp ~/Downloads/splunk9.tgz /tmp


After that, before installation, it is necessary to remove any files that are left over from the previous groups:

	# rm –rf /opt/splunk


Explain what the previous commands do: ______________________________________________________________________________________________________________________________________

If you followed the instructions, the Splunk package that needs to be installed is located in the /tmp folder. In order to install the package, it is necessary to run the following commands:

	# cd /tmp 

# sudo tar xvzf splunk9.tgz -C /opt

# sudo /opt/splunk/bin/splunk start --accept-license

Enter the username you want to use for the admin account – remember it

Enter the password you want to use for admin account twice – remember it

# sudo /opt/splunk/bin/splunk enable boot-start

	


Explain what the previous commands do: ______________________________________________________________________________________________________________________________________

If everything is successfully installed, installation will print to the screen on which port the web server is running.

What is the web server address?:

___________________________________________________________________

1. Seet-up the HTTPS protocol
In the web browser (you can use Firefox from kali Linux distribution or from a physical computer (any of the installed browsers) - if you use a physical computer for access you need to enter the IP address of kali computer, and not what you received as a result of the previous task) connect to the port that was specified after launching the Splunk package.

Sign in with the username and password you defined during installation.

Click on the buttons that close the notification windows that will appear.

In the Settings menu under System, Server settings/General settings enable SSL (HTTPS) connection for Splunk web. After changing the settings you should reset the Splunk service.
sudo /opt/splunk/bin/splunk restart (or find the option to do this inside the web console). 
What is the new URL for accessing the Splunk web server and what is the difference:
___________________________________________________________________

Connect to the new URL and accept the self-signed certificate. In the real world, this shouldn't be done without additional checks. Why?
___________________________________________________________________

Sign in with the username and password you defined during installation.
2. Adding new index

In the Settings menu in the Data category  under Indexes, add a new index with the name Algebra.
New index name is: ______________ , predefined index size is ________MB

3. Adding logs into the Splunk

Before adding log records to Splunk, we will create the logs that will be loaded. To create logs, it is necessary to download the file logovi.zip from the following link:
https://1drv.ms/u/c/127b3b7207dcbe39/EaMGZwGAB9xPrYhrxEixXZUB4-nqJXslh5WmagRsm28hAA?e=slxMU9 or 

https://tinyurl.com/4sjwu4rr 
After that, go to the kali linux terminal shell and execute the following commands:
	sudo mkdir /opt/logs

cd /opt/logs 

sudo cp ˜/Downloads/Logs.zip .  (there is a dot at the end! Tilda ( ̃) is shift+key to the left of the number 1 on the keyboard)
sudo unzip Logs.zip

sudo python2 gen_log.py


Take a look at the log you created:
In kali Linux console, type command: cat log.txt
In the Splunk console in the Settings menu under Data/Data Inputs select the  Files & Directories, and click on the Button New local file & directory. FOLLOW THE WIZARD. Under file or directory, select the file you just unpacked and generated /opt/logs/log.txt and click the select button. Then click next. On set source type click next and name source type – name it AUTH and click the save button. On the input settings screen, select index - change it to the previously created algebra  index (see task 3). Click on the review button  and then on the submit button. 
4. Searching through the logs
Click start searching, or from the Splunk Launcher menu choose Apps/Search and reporting app. On welcome, administrator popup window click Skip. In the Search application, execute queries needed to solve the task and answer the following questions. If you have problems understanding the exercise, you can watch the recordings at the following link: https://tinyurl.com/SIS1-splunkDEMO
Some splunk commands examples:

	index=Algebra  

index=Algebra sourcetype=AUTH
index=Algebra sourcetype=AUTH transakcija 

index=Algebra transakcija | stats count | table count


How many records are in log.txt file? _____________

How many records are there in log.txt file that contain a "transactions"? ____________

What splunk expression (command) did you use to retrieve the data? ___________________________________________________________________

If you do not know how to get the above data and have not found your way around – take a look at the recordings or ask the professor, but before that try to use this hint: stats count !!
5. Creating a field for the indexed log
The goal of this task is to teach Splunk to recognize fields within log records to facilitate searching and displaying data. If you need additional help – use splunk docs:
https://docs.splunk.com/Documentation

Try to recognize the following fields: transaction_type, PAN, amount (PAN is the name for the credit card number).
We assume the following log format: 
Timestamp (transaction|revision|return|test1|test2) PAN value
Help: write index=algebra into the search field, and when the result is shown click on the Extract new fields (at the bottom of the left column on the page) and follow the wizard. Add the above fields (follow wizard)!
It is recommended for this task to use Delimiters as a field selection method, not regex, but if you like regexes – go ahead.
When you finish wizard select an option Explore the fields I just created in search
6. Searching through the logs
Write a search that prints the sum of the field amount for all the time for which there is data in the logs (you can define the display time of the data through the GUI: ___________________________________________________________________

Write a search that will show all the types inside the transaction_type and count all of them: ___________________________________________________________________
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